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The robots are coming - 
technical and societal aspects of 

autonomous vehicles  
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Overview 

• The (allegedly) irresistible rise of 
autonomous, connected, electric mobility 

• The challenges 
• Some probable Scenarios 

• Who will profit? 
• Who displaces whom? 

• How will all these changes be financed? 
 

Page 2 

http://sicherheitskultur.at/


Philipp Schaumann   http://sicherheitskultur.at/  

The CASE Buzz-word 

The alleged future of all traffic: 
 
C = Connected 
A = autonomous 
S = Shared / Service-based 
E = Electric 

https://www.daimler.com/case/  
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Some challenges 
• “Connected” requires tremendous improvements 

in safety and security (“Trust” for the 
Informationen received) 

• “Autonomous” requires break-thrus for various 
types of algorithms (Recognition of objects and 
situations) and sensors (which must become 
cheaper bei order of magnitude) 

• “Electric for all” requires major investments in 
charging infrastructure, especially in towns with 
apartment-blocks, etc. 

• “Dynamic Loading” on the road requires some 
technology break-thrus and huge investments 
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„Google Car“ – An enviable overview 

https://www.youtube.com/watch?v=dk3oc1Hr62g  
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How to get this overview?  
Lots of Sensors and Computer 

http://sicherheitskultur.at/
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Autonomous and electrical – 
both are expensive 

• Autonomous cars need many Sensors and lots 
of compute power (good sensors can double the 
costs – Google vs. Tesla/Uber) 

• Elektric cars (and specially hybrids) are (still) 
rather expensive 

• This means that those cars are only of interest 
for few private owners 

heise.de 2018 
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Autonomy and Safety 
Autonomous + 

Safety 

Many high quality 
sensors + 

lots of compute-power 

More expensive 
cars 

Expensive cars 
(Google-style) 

Probably viewer 
accidents 

Cheap cars  
(Tesla-, Uber-style)  

Probably more 
accidents 

http://sicherheitskultur.at/
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Autonomy and Security 
• Current cars are rather vulnerable regarding IT-

attacks from outside (see 
https://sicherheitskultur.at/autos.htm ) 

• Current IoT-devices are very vulnerable against 
hacking attacks (see 
https://sicherheitskultur.at/iot.htm  ) 

• Can anybody believe that with autonomous 
connected cars everything will be secure by 
magic? 

• Remote-Control of cars is already a standard 
offer of insurance and leasing companies -  easy 
to be hacked 
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Who is interested in expensive 
Autonomy? 
The extra cost is acceptable if by going autonomous 
a (paid) staff member can be avoided. 
 
Main areas: 
• Autonomous transport-systems in private 

environments (warehouse, mining, airports) 
• Autonomous taxis (in well defined, tested areas) 

– Uber, Lyft 
• Autonomous trucks on highways, doing 24 

service (with or without platooning) 

http://sicherheitskultur.at/
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Driverless Taxis 
= Shared Usage 

Driverless-taxis 
cheaper than 

current Uber-Taxis 

User switch from 
ÖPNV to Taxis 

User switch from 
private-cars to taxis 

Less demand for bus 
and train 

ÖPNV more 
expensive and/or less 

frequent 

Stopp of 
ÖPNV 

More traffic 
More jams 

(More CO2) 

Mobility for new 
groups 

Elimination of 
parking in 

town 

Reduction of mobility 
for “the poor” 

 
No services in less 

populated areas  
 

Selection of 
customers 

 

If autonomous 
and private: 
double traffic 
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The attack against public transport 
has started 
• In some US-cities improvements and 

repair for the public mass-traffic 
infrastructure are already questioned 
because „this is ancient technology“ 

• Federal subsidies are to be redirected to 
autonomous developments 

Seite 15 

https://www.nytimes.com/2018/07/20/upshot/driverless-cars-vs-transit-spending-cities.html  

Vorführender
Präsentationsnotizen
http://www.nytimes.com/2012/08/02/business/unusual-volume-roils-early-trading-in-some-stocks.html“The machines have taken over, right?” said Patrick Healy, the chief executive of the Issuer Advisory Group, a capital markets consulting firm. “When events like this happen they just reaffirm that these aren’t investors, these are traders.” http://dealbook.nytimes.com/2012/08/02/errant-trades-reveal-a-risk-few-expected/Knight, founded in 1995, is a leading matchmaker for buyers and sellers of stocks, handling 11 percent of all trading in the first half of this year [2012], according to the data firm Tabb Group. http://www.nytimes.com/2009/07/24/business/24trading.html?ref=highfrequencyalgorithmictradingBut as new marketplaces have emerged, PCs have been unable to compete with Wall Street’s computers. Powerful algorithms — “algos,” in industry parlance — execute millions of orders a second and scan dozens of public and private marketplaces simultaneously. They can spot trends before other investors can blink, changing orders and strategies within milliseconds.High-frequency traders often confound other investors by issuing and then canceling orders almost simultaneously. Loopholes in market rules give high-speed investors an early glance at how others are trading. And their computers can essentially bully slower investors into giving up profits — and then disappear before anyone even knows they were there. http://www.nytimes.com/2011/07/18/business/fast-traders-under-attack-defend-work.html?pagewanted=allAfter quietly growing to account for about 60 percent of the seven billion shares that change hands daily on United States stock markets, the firms are trying to stave off the regulators who are proposing to curb their activities. 
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Alternative Scenario:  
Autonomous ÖPNV 

Autonomous busses 
might bring cheap 

ÖPNV 

Possibly free public 
transport 

Busses could 
compete against 

Taxis 

Reduction of traffic 
Reduction of CO2 

Reduction of parking 

http://sicherheitskultur.at/
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Driverless trucks  
(and/or Platooning) 

Less freight on 
railways 

Dramatic cost 
reductions for freight 
(first highway, then 

towns) 

Need for 
electrification of 

highways (started) 

More traffic 
(More CO2) 

financed in 
cooperation with 

commercial 
partners 

(partial) privatisation 
of infrastructure 

changes the usage-
rules and ownership 

http://sicherheitskultur.at/
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PPP and Smart City:  
Paying with your data 
Digital Infrastructure is expensive. 
Sometimes big company are offering 
extremely good deals. 
 
Example:  
A consortium dominated by Google 
implements WiFi in New York – just asks 
for the data of ALL citicens 
https://www.villagevoice.com/2016/07/06/google-is-transforming-nycs-payphones-into-a-personalized-
propaganda-engine/  

Seite 20 
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Google’s Sidewalk Labs 
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if autonomous and traditional 
traffic don’t “fit together” ? 

Massive need for  
investments 

Option A: 
 

• separate lanes 
• Separated by 

fences 

Private 
partners are 
making the 

rules 

Collapse of used 
car market 

Option B: 
 

• Make traditional 
cars illegal 

• Fences needed • Polit. unrest 
• EUGH-decision 

?? 

People need to 
switch to sharing 

Traffic stays 
the same (?) 

http://sicherheitskultur.at/
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Towns without Road Signs and 
Traffic Lights 

One Idea:  
Cars are negotiating right-of-way and pass 
with minial distance in a “chaotic” but optimal 
way. 
Virtual Traffic Lights: System Design and Implementation - 
https://arxiv.org/abs/1807.01633    
 
Minor side issues like older cars, cyclists and 
pedestrians will be integrated via apps. 
 

http://sicherheitskultur.at/
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Connected intelligent 
Infrastructure = expensive 
Ensures higher safety 

e.g. thru networked 
and conncted traffic 

lights and signs 

Can be financed in 
cooperation with 

commerciel partners 

(Partial-)privatisation 
of infrastructure 

changes the usage-
rules and ownership 

Commercial partner 
will ask for the usage 
data (as minimum) 

Citizens are even 
more transparent in 
their activities and 

attitudes  

Existing data arouses 
the interest of 

politicians 

http://sicherheitskultur.at/
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Inclusion vs „Digital Divide“ 

• Is the usage of the (partially) privat 
infrastructure possible without 
smartphone app? 

• Is usage still possible without agreeing to 
data collection? (end of anonymous 
travel) 

• Is it still possible to pay with cash? 
• Will there still be services in remote 

areas? 
Seite 27 

Vorführender
Präsentationsnotizen
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Brave new worlds with 100% 
connected autonomous traffic 
• Very few car repair shops, caused by lack of 

accidents 
• No more drivers license of driving schools 
• Car insurance looking for new business 
• New structures for inner towns (e.g. parking) 
• No more traffic lights, traffic and road signs 

(pedestrians crossing with the help of apps) 
• No more public traffic “as we know it” 
• Fully transparent citizens 
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Many more Higher Order Effects 

https://www.nytimes.com/interactive/2017/11/08/magazine/tech-design-autonomous-future-cars-100-percent-augmented-reality-policing.html   

Many connected Topics: 
Parking, Shopping, Streets, Commuting, Delivery, . . . 

http://sicherheitskultur.at/
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100 years ago 

Source: Markus Petzl - disruptive – beyond your strategy 
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100 years ago 
• horse-drawn carriage and buses had been 

replaced by electrical, then gas-operated 
vehicles (success of gas only after 
invention of starting motor) 

• End of horse manure problems in towns 
• 50 years later: Mobility for (nearly) all 
• But: Accidents at much higher speed, 

polution, CO2, NOx, urban sprawl, car-
traffic dominance of urban planning, ….. 
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100 years ago 
• horse-drawn carriage and buses had been 

replaced by electrical, then gas-operated 
vehicles (success of gas only after 
invention of starting motor) 

• Stop of hourse manure problems in towns 
• 50 years later: Mobility for (nearly) all 
• But: Accidents at much higer speed, 

Benzingestank, CO2, NOx, urban sprawl, 
dominance of urban planning, ….. 
 

Foto: Library of Congress/No known restrictions. 
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Conclusion 

We don’t really know what we are 
getting into, but 
-  pressure from technologists,  
-  the phantasy, what problems could 
all be solved and  
-  the exstasy of the politician   
seem to be infinite 

http://sicherheitskultur.at/
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Thanks 

Seite 34 

Ray Kurzweil – „director of engineering“ at Google 

A lot more on: https://philipps-welt.info/autonom.htm  

Vorführender
Präsentationsnotizen
Auch dieser Vortrag ist nur ein Schlagloch auf dem Pannenstreifen des 10-spurigen Information Super-Highways
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